ABSTRACT
INTRODUCTION
Different biometric methods like palm print, finger print, iris, signature, retina, and face are widely being used in personnel identification systems and the fingerprint based identification is used even in ancient times. A fingerprint is made of a series of ridges and furrows on the surface of the finger. The uniqueness of a fingerprint can be determined by the pattern of ridges and furrows as well as the minutiae points ( Lee and Gaensslen, 1991) . Minutiae points are local ridge characteristics that occur at either a ridge bifurcation or a ridge ending as shown in Figure 1 .
Several factors like the presence of scars, variations of the pressure between the finger and the image acquisition sensor, the environmental conditions during the acquisition process, worn artifacts and so forth, can dramatically affect the quality of the acquired fingerprint image. Since minutiae depend on the fine details of the ridge pattern, their extraction can become notoriously difficult if the noise generated by the factors described above is not substantially reduced. This brings the necessary need of the fingerprint a) Ridge bifurcation b) Ridge ending
Figure1 Two types of fingerprint minutiae enhancement to reduce unwanted noise. Fingerprint enhancement is different from general image enhancement method (Rajkumar and Hemachandran, 2011) . Lots of fingerprint enhancement algorithm has been proposed in the literature, with a aim to improve the minutiae structure. Gorman and Nickerson (1989) have proposed different filters for the fingerprint image enhancement and the k X k mask coefficients are generated, based on the local ridge orientation. (2003) have modified the traditional Gabor filter with the parameter selection process, independent of the input fingerprint image. Xiao and Raafat (1991) considered the skeleton image as an input image and proposed an algorithm which identifies spurious minutiae and eliminates using the structural definition of the minutiae. The spurious minutiae are identified by using ridge width and ridge attributes like ridge direction, ridge length and minutiae direction. Hung (1993) used Baja's algorithm to obtained a skeleton fingerpint image. The false minutiae are eliminated by evaluating the statistical parameters within an M X M matrix. Chen and Kuo (1992) adopt a three-step false minutiae identification and elimination process like: (i) ridge breaks are repaired, using the ridge directions close to the minutiae; (ii) minutiae associated with short ridges are dropped; (iii) crowded minutiae in a noisy region are dropped.
PROPOSED ALGORITHM
Automatic Fingerprint Recognition System requires several stages of processing to match an unknown fingerprint image for identification. Each and every processing stage in the system has its own contribution to make an accurate match or a miss match. Fingerprint identification or verification process is highly dependent on the enhancement stage and feature extraction stage. If the undesired noise, which contributes to the false minutiae, is removed in the enhancement stage and only genuine minutiae are extracted during the feature extraction stage than the matching accuracy, for personal identification, is better, but in practice it is not possible due to the presence of noise intern false minutiae even after enhancement. In order to make more effective identification/verification system, a multi stage processing system is proposed. The algorithm is divided into three parts like preprocessing stage, post processing stage and matching stage as given in the figure 2. The input fingerprint image is processed for skeleton image by the preprocessing stage and subsequently processed by post processing stage for minutiae, used in matching stage. The preprocessing and postprocessing stages are explained in the following section.
Normalization
The Normalization is performed through histogram equalization to increase the local contrast in an image by intensity distribution on the histogram. Through histogram equalization the lower local contrast gain a higher contrast without affecting a global contrast.
Primary Enhancement
The primary enhancement is performed on the input fingerprint image to remove the noise from the ridge and furrow structure of the noisy fingerprint image. Some of the primary enhancement methods available in the literature are Gabor filter, Short term Fourier transformation (STFT), Fast Fourier transformation (FFT) which are based on directional filters.
The primary enhancement using the Fourier transformation technique is achieved by dividing the image into small processing blocks of size 32 x 32 pixels and the Fourier transformation is performed on each block according to the following equation:
for u = 0,1,2,….,31 and v = 0,1,2,….,31.
The sub-divided block are enhanced by their dominant frequencies by multiplying the FFT of the block by its magnitude a set of times and the magnitude of the FFT is obtained as |F (u,v)|. The enhanced block is obtained according to
Where k is an experimentally determined constant, as 0.45. While having a higher "k" value improves the appearance of the ridges, by filling up small holes in ridges and having a too high "k" value can result in false joining of ridges. Thus a termination might become a bifurcation and the inverse transform is given as:
------ (3) for x = 0, 1, 2, ..., 31 and y = 0, 1, 2, ..., 31.
The enhanced image due to Fourier Transformation has the improved ridge structure by connecting some falsely broken points on the ridge and removing some spurious connection between the ridges. However, the alignment of the ridges in the sub-blocks of the images may lead to some spurious connection which can be remove in the secondary enhancement stage.
Secondary enhancement
A Secondary enhancement is perform using a two dimensional Gaussian filter given by
Where σ is the standard deviation. A large value of σ produces a flatter curve and a small value leads to a "pointier" curve. In this study, the value of σ is 1.5.
The Secondary enhancement is required to reduce the "hairy" (spikes) structures which lead to spurious ridge bifurcations and endings. More over the mismatch or alignment of the blocks in FFT are removed by Gaussian filter.
Binarization
In the literature, features are directly extract from gray scale image ( Maio and Maltoni, 1997; Zhao, Zhang, David and Luo, 2009; Arpit and Namboodiri, 2011) and some are converting gray scale to binary image as one of the step for distinguish ridge flow from background in fingerprint preprocessing algorithm. Some of the existing methods for fingerprint image to convert gray scale to binary image are back propagation algorithm, local adaptive binarization method, binarization using convex threshold and double threshold binarization method etc.
A locally adaptive binarization method is used for this algorithm. Such a named method comes from the mechanism of transforming a pixel value to 1 when the value is larger than the mean intensity value of the current block (16x16) to which the pixel belongs.
Ridge direction
The ridge direction is to describe the ridge and furrow flow structure which are tightly bound together to represent a fingerprint images. The ridge direction stage is helpful for segmenting foreground and background in Region of Interest stage.
The algorithm for the estimation of the direction of each block of the fingerprint image with W x W size (where W is 16 pixels by default) is given below:
a) The gradient values, along x-direction g x and y-direction g y , for each pixel of the block, are calculated using two Sobel filters. b) For all the pixels in each block, the least square approximation of the block direction is obtained using the formula:
-g y 2 ) -------------------------------------(5)
The formula is understood by considering the gradient values along x and y directions as cosine and sine values respectively. Accordingly, the tangent value of the block direction is expressed as:
tg2θ = 2sinθ cosθ /(cos 2 θ -sin 2 θ ) ---------------------------------------(6)
c) After the estimation of each block direction, the blocks without significant information on the ridges and furrows are discarded, based on a threshold for a certain level E: E = {2 ∑ ∑ (g x *g y )+ ∑ ∑ (g x 2 -g y 2 )}/ W*W*∑ ∑ (g x 2 +g y 2 ) -------(7)
Region of Interest
The Region Of Interest is for separating the fingerprint foreground image from the background image. This segmentation process is required before thinning process to represent the ridge structure correctly, otherwise some background noise also will contribute to the ridge (short distance ridge) and it will be present when minutiae are being extracted from the thinning images.
The morphological operations OPEN and CLOSE are used for the determination of the Region Of Interest (ROI). The tightly bounded region is obtained by removing the leftmost, rightmost, uppermost and bottommost blocks through the algorithm using the morphological operations.
Thinning
Ridge thinning is to eliminate the redundant pixels of the ridges till the ridge is just one pixel wide. No further removal of the pixels should be possible after completion of thinning process. The proposed algorithm uses the built-in Morphological thinning function available in MATLAB image processing tool box. The objective of a good thinning algorithm is: a) To obtain a thinned fingerprint image with a single pixel width and no discontinuities. b) To eliminate the noise and singular pixels.
A typical skeleton image fingerprint pattern after thinning process without secondary enhancement and with secondary enhancement are shown in figure 3 (A) and 3(B) respectively. 
Remove bridge and Spur
The width of the fingerprint skeleton is expected to be one pixel. However, this is not always true. There are still some erroneous pixel locations, where the skeleton has a two-pixel width. Parker (1991) has defined the erroneous pixel as the one with more than two 4-connected neighbors. The erroneous pixels are identified with their connection number two (CN = 2) instead of CN>2. And their present the fork regions where the bifurcations will be identified. Some of the outcomes when erroneous pixels are present while extracting minutiae are as follow:
a) Destroy the integrity of spurious bridges and spurs, b) Interchange the type of minutiae character, and c) Miss the detection of true minutiae.
Therefore, before minutiae extraction, the validation algorithm will eliminate the erroneous pixels while preserving the skeleton connectivity at the fork regions. For these purpose, the morphological operations on clean, bridge and spur are used.
Minutiae extraction
In order to extract minutiae, the proposed algorithm has used the connection number (CN) which was defined by Rutovitz (1966) . The equation of the connection number (CN) for a pixel P is:
Here Pi is the neighborhood of P with binary value 0 or 1 and P 9 =P 1 .
Purifying minutiae
The possible occurrence of the false minutiae has been explained by different authors ( Maio and Maltoni, 1997; Jain,Halici,Hayashi, Lee, Tsutsui,1999; Ratha,Chen,Jain, 1996 ) . The minutiae extracted in the above section may include many spurious minutiae and may degrade the accuracy of the matching system, if they are considered as genuine minutiae. The procedure for the identification for the false minutiae and the removal of the same is given below by assuming a threshold distance D as the average interridge width representing the average distance between the two parellel neighbour ridges.
a)
In the fingerprint pattern, the bifurcation and termination are considered in the same ridge if the distance between the two is less than the threshold distance D and removed the bifurcation and termination. b) By identifying the two bifurcations( if any) on the same ridge with a inter distance less than the threshold distance, the two bifurcations will be removed c) If a false minutiae due to any two terminations are identified with the following conditions:
(i) Two terminations are within the distance D and their directions are coincident with a small variation in angle and (ii) no other termination is located between the two terminations, then the identified false minutiae, by the broken ridge due to two terminations, are removed.
d) The two terminations located in a short ridge with a distance less than D are identified and removed.
Fingerprint matching
The fingerprint matching is done according to He, Tian, Luo and Zhang (2003) approach. Their work is originated from Jain , Lin, Bolle (1997). The ridge information and minutiae are used for comparing two fingerprint image. While matching, if two minutiae of same type located under variable bonding box then it is consider as in the same location. A variable bonding box is more robust for non linear deformation instead of fixed size bonding box (Jain, Lin, Bolle, 1997). The matching score represent the possible similarity between the two fingerprints. According to the forensic guidelines, 12 minutiae matched is required for minimum score of successful matching for fingerprint identification (Jea, T., Govindaraju, V. 2005).
EXPERIMENTAL RESULTS
The proposed method is implementation in MATLAB 7.1 and tested using FVC2004 database. This database contains hundreds of fingerprint images, taken from different fingerprint scanners. .
CONCLUSION
We have proposed an effective algorithm for the fingerprint minutiae extraction with a secondary enhancement in the preprocessing stage, using a Gaussian filter after Fast Fourier transformation. The Gaussian filter makes the ridge smoothness and reduces the "hairy" structure in the ridge at the thinning process. This gives a less effort in the post processing stage while spurious minutiae are being removed. The total error rate of the proposed algorithm is within experimental limits and the proposed algorithm shows that the accuracy of fingerprint matching is reasonably improved.
